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Freegate User Guide

Double-click the Freegate executable to start searchingyloaizeb servers. By default, the
program will run in PROXY MODE, which automatically aygean Internet Explorer (IE)
window, sets IE's proxy, and opens Dynaweb's home page.

Freegate has two secure, encrypted tunnels, F2 and F3. &\ isisimply the figurative name of
our proprietary technology that lets you penetrate Chingésnet blockade. Although Freegate



was specifically designed to bore through China's Intdrioekade, users have reported
successful penetration of blocking mechanisms in otlggome and areas that are under Internet
censorship.

When F3 is used, IE's proxy is set to 127.0.0.1:8580. When F2ds lEsproxy is set to
127.0.0.1:8567. By default, Freegate chooses F3 tunnel. F3 suppsrts not only HTTP and
HTTPS, but also SOCKS5. After setting SOCKS5's proxy to 1224.8580, you may safely use
all kinds of communication software, including instanseenger and real-time audio/video. If
Lotus Proxy or Multiproxy is used, the F3 tunnel requireS&h proxy, while the F2 tunnel
only needs an HTTP proxy. When Freegate runs under F3 do&2port 8580 and port 8567
run the same current tunnel protocol.

Freegate has two running modes, namely PROXY MODE and CIAB®DE. In PROXY
MODE, the program automatically sets IE's proxy. Youdiagctly enter any URL in the
internet browser's address bar and securely visit tebsite. Users of non-IE browsers, like
Firefox, need to manually set the browser's proxy toadiike aforementioned tunnels.

In CLASSIC MODE, you do not need to setup a browser's paogycan directly access
Dynaweb's home page. You can then securely visit angeagmwebsite via Dynaweb's home
page. In CLASSIC MODE, layout and formatting of some websnay not be correctly
displayed.

If Internet blocking becomes so severe that no Dynaeeler can be found in either of the two
aforementioned modes, please check APPLY EMERGENCY SBRI under the TUNNEL

tab, then restart the Freegate program. You can atsmaurrent Dynaweb server IP addresses
by sending an blank email to d_ip@dongtaiwang.com. Our repijdWikely be classified as
junk mail, so please also check your junk mail folderofor response.

Since Freegate program has the ability to break throbghaG Internet blockade while
concealing the user's identity, some anti-virus softwackfirewalls may label it as a virus or
backdoor trojan. Please be assured that Freegate isgadeany personal information
transmitted over Dynaweb.

Under rare circumstances, Freegate may have troubletety in PROXY MODE. In this case,
the IE proxy setting would remain as 127.0.0.1:8580 even attegéte has closed. You will not
be able to access the Internet then. To resolvastug, simply restart Freegate and exit
normally. You may also manually deactivate the IE preetying.

Please keep Freegate running while you access Dynaweb. \¢ihameyfinished, click the EXIT
button to close Freegate.

Right clicking on the Freegate icon in the taskbar ratiion area opens a menu that lets you
quickly adjust Freegate settings. Language setting cgrberddjusted in this manner.

(1) How to use the Freegate interface

1. SERVER tab

Freegate automatically detects several Dynaweb seavarime. It names and lists these servers
by connection speed and chooses the fastest one asri server.

PROXY box: displays user-defined proxy server and port othyran use. You can click on
PROXY SETTING button to set proxy. This will be a useruedi proxy server unrelated to
Dynaweb.

PROXY SETTINGS button: click here to configure user-definexyisetting. You can choose
between Auto-detecting IE proxy and Freegate proxy, Manuetlgrexy and Freegate proxy, or
Use Freegate only without user-defined proxy. Click OK t@ sad close the Proxy Settings



window. Click Cancel to close this window without saving ahgnges. Check "Do not show
this dialog box again" to prevent the Proxy Settings winétow automatically popping up. You
can always open this window by clicking on the Proxy Sgdtioutton under the SERVER tab.
PORT box: displays port currently in use. Port 8580 isllysfoa F3 tunnel, and 8567 for F2
tunnel. Current port can also be 8581 or 8568. This port nurolpersponds to the last four
digits of Dynaweb's home page address http://127.0.0.1:8580/loc/pbarmpkp in the browser.
SERVER box: displays name of Dynaweb server curremtlise. You can select any of the
available Dynaweb servers from the list above. In ganthe smaller the number displayed
under Connection Speed, the shorter the turnaround tndehas the faster the server is. Actual
connection speed, however, depends on the current netaodiion. If the current server
becomes too slow, you may select a different one thanlist above. The Port and Server boxes
will automatically update to reflect the current setatti

SEARCH AGAIN button: click here to refresh the ligtservers. Refreshing the server list is
recommended when Freegate has been running for a longrtinieen previous searches have
failed.

2. STATUS tab

CURRENT STATUS: displays the Freegate settings curr@mthge.

DYNAWESB link: If IE is closed, you can click on this lirtk reopen IE. In PROXY MODE, the
web address is usually set to http://127.0.0.1:8580/loc/phomdpeipCLASSIC MODE, the
web address is usually set to http://127.0.0.1:8580/home_en.phpoittmumber listed under
the SERVER tab simply displays 8580 or 8567. Under cectainmstances, the port number
may be 8581 or some other number. If the browser caenopéned automatically after
Freegate has started, or if there is no response Viheraweb Home Page" link is clicked,
please manually open IE or your default browser tipa t
http://127.0.0.1:8580/loc/phome_en.php into the address bar. [T PORber is something
other than 8580 or 8567, please adjust the URL accordingly.

SUPPORT FORUM link: clicking on this link opens the techiniceum on Dynaweb.
COMPANY link: clicking on this link to visit Dynamic Inteet Technology homepage.

3. TUNNEL tab

USE F3 TUNNEL radio button: makes Freegate use an SSkltuith SOCKS support. IE's
proxy will be set to 127.0.0.1:8580. In addition HTTP and HTTH33unnel also supports
SOCKS5. With Freegate running, you can secure your intaatieity conducted over any other
application, such as instant messenger, by settingptbgtam's SOCKS5 proxy to
127.0.0.1:8580.

USE F2 TUNNEL radio button: makes Freegate use an HTTieLUi's proxy will be set to
127.0.0.1:8567, same as that in the previous version (6.7) efjdtee

USE EMERGENCY MODE checkbox: activating this featunbances Freegate's ability to
breakthrough Internet blocking. However, some websitgsmoaibe reachable or displayed
completely in this mode. When Internet blocking is sevand your normal version of Freegate
fails to connect, you can try the emergency mode tosad@gnaweb and download the updated
version, if any. Please restart Freegate to actinet@éw settings.

SET STUNNEL button: This option is only available IMERGENCY MODE or PROXY
MODE. Freegate also works with the third party product Slucirent as one of the encryption
tunnels. Users need to download the sproxy.zip package feoBwytilaweb download page and
unzip the content into the same folder as Freegate f@dtigre is obsolete. Users of non-IE
browsers need to manually set the browser's proxy to 12IZ8081. Then you can directly visit



any website via your browser as you normally would, exnept your browsing activity is
secure.

CLEAR STUNNEL button: all Stunnel-related settings wéltemoved, and IE's proxy will be
reset to 127.0.0.1:8580. PROXY MODE radio button: Proxy mocec@mmended. Freegate
will automatically set IE's proxy to 127.0.0.1. The pomniver is usually 8580 or 8567,
depending on the encryption tunnel selected. After opening\si’'s home page
(http://127.0.0.1:8580/loc/phome_en.php), you can directly entewab address in the IE
window and securely visit that website. If you use a lbhrowser, like Firefox, please
manually set that browser's proxy to 127.0.0.1:8580.

CLASSIC MODE radio button: this mode does not need ttEs®proxy. After opening
Dynaweb's home page (http://127.0.0.1:8580/home_en.php), yoeaaely visit any website
by entering its URL in the address box in the middIByfiaweb’'s home page. In CLASSIC
MODE, some websites may not display correctly.

4. SETTINGS tab

DELETE IE HISTORY WHEN PROGRAM EXITS: If selectedidegate will automatically
delete IE cache and browsing history upon exit.

DO NOT AUTO OPEN BROWSER WHEN PROGRAM STARTS: seldis option if you do
not want to automatically open an IE browser windowraegate startup.

SKIP PROXY SETTINGS WINDOW WHEN PROGRAM STARTS: set this option if you do
not wish to see the Proxy Settings window every fimeegate starts.

START FREEGATE UPON COMPUTER STARTUP: select thisiapif you want Freegate to
start automatically with Windows startup.

USE HOTKEY CTRL-ALT-Z TO HIDE FREEGATE WINDOW: set¢ this option to activate
the Ctrl-Alt-Z hotkey feature. Once activated, you maletor show both the Freegate window
and its taskbar icon by pressing down Ctrl, Alt, and Z kayslsaneously. Note, the Freegate
taskbar icon will still appear when you click on "Shbidden icons" in Windows XP.

DO NOT USE IE OR SET IE PROXY: Choose this optiogati do not want to let Freegate to
set IE's proxy automatically at startup. You can chodserdirowsers. If a proxy is need, you
need to manually setup the proxy. This feature does not ecfep@egate restart to become
effective.

SET BROWSER: A new window will pop up and user can fillha path of your browser
executable file. Freegate will open your selected browsegad of opening IE. Freegate can not
set the proxy of your browser and you need to manually ske¢uproxy. Proxy is not required
when opening Dynaweb homepage.

DOMAIN RESOLVE: This feature lets you find the true IP afdrof a blocked domain name
(website), so that you can directly access this welbsit its IP address. You can use this feature
on a hijacked website with a dynamic IP address. Fanpbe if the Chinese government's
router directs all visits of Minghui.ca to a fake, "th@sge cannot be found" page, you can use
domain resolve to find Minghui.ca's real IP address,aaodss it that way.

LANGUAGE drop-down menu: select languages. If the sete@nguage does not display
correctly, please go to Dynaweb to download the dlififeyour selected language and save it
into the same folder as Freegate, restart Freegate.

UPON EXIT drop-down menu: When Freegate has closed, hawuids not continue visiting
censored/blocked/prohibited websites, because your intetiatias are no longer secure. We
highly recommend that you close all browser windowrBtherwise. You can tell Freegate to



automatically close all IE windows upon exit, keep alWiBdows upon exit, or ask you each
time.

5. FEEDBACK button

This button is available under every tab. Click it,atiyare having problems with Freegate. A
Feedback Info window will open and display an encryptedsagessabout your network
conditions for our diagnosis purpose. This message oagio URL's of the websites that you
tried unsuccessfully to access. Rest assured that younpkerstormation are still safe. The
encryption algorithm used is virtually impossible to crack.

Click on the Copy button to copy this encrypted messageptooard. Please email this message
to d_help@earthlink.net. We'll do our best to resolve younection issues.

6. EXIT button

Closes Freegate program.

7. HELP button

Opens this help document.

(2) Troubleshooting

1. Connection speed is slower than usual: change server.

2. Freegate cannot automatically open IE or other lenviAease manually open a browser
window and enter the aforementioned Dynaweb IP addréss, please make sure PORT is set
to 8580 or 8567.

3. Freegate cannot find any Dynaweb server. Possible dachete:

i) internet blocking temporarily blocked all current s’ IP's; please try again in 15 minutes.
i) your firewall or anti-virus software is not propgdonfigured; please temporarily disable
those programs.

i) intensified internet blocking has rendered the aotrrersion of Freegate ineffective. Please
try Emergency Mode (see (1) 3. TUNNEL tab).

If Freegate cannot find any server, it will automaticalbpen the "Input IP manually" popup
window. After a server IP is obtained by any the methoestioned in (2), input that IP address
and use Freegate as you normally would. If one IP addoessnot work, please try a few more.
4. After exiting Freegate, you cannot get online with IEEregate exited abnormally, IE's
proxy setting may not have been restored to its origialale, i.e. it is still set at 127.0.0.1:8580.
If this is the case, you will be unable to access tteznit. To fix this problem, simply restart
Freegate and exit normally.

(3)Technical Note

6.x version improved Freegate's ability to bore througdrmett blocking. It also added the news
download feature. Main improvements include:

1. More powerful. Our design goal here is "To be ablactwess Dynaweb as long as there is
Internet access." We hope that you will continue tp hslimprove Freegate by reporting any
circumstances under which Freegate does not work.

2. Faster. Our design goal here is to make "Browsing Epmoés faster than browsing People's
Daily" for internet users in China. Many acceleratiechinologies have been implemented on
both the server and client ends. One of these isdtiee technology, which makes browsing
popular websites like Epochtimes.com extremely fast.

3. More Secure. Our design goal here is to make "Freagagssible anywhere Yahoo is
accessible." Freegate implemented new encryption tedieslthat make existing olfactory



packet filtering technology unable to detect whether a Fteeg®r is using encryption
technology. The issue of cracking our encryption isefoee precluded.

(4) User Feedback

If you have any issues or comments, please post it oaviliris forum or email us at
d_help@earthlink.net. Please provide detailed informatioroan gperating system, network
environment, feedback information (see (1) 6. FEEDBACKdm)f and screen shot(s) if
possible.

Thank you for using Freegate!

Copyright © 2002-2008 Dynamic Internet Technology (DIT) Inc.
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